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I[TOJIMTUKA
uHpopmanmonHoi 6e3onacuoctd MbY 1O "LIAT"

1. [lepedyeHp UCTIONB3YEMBIX OIpEACIICHU, 0003HAUCHUN U COKpAIICHUM

AUDB — AnmunuctpaTop HHOOPMAITMOHHONW OE30MACHOCTH.

APM — ABTOoMatu3npoBaHHOE paboyee MecCTO.

AC — ABTOMaTU3MpOBaHHAS CUCTEMA.

Wb — NndopmanmonHas 0€30MacHOCTb.

NP — NudopmanimoHHbIe peCypCHI.

NC — UudopmanmoHHas cuctema.

M3 — MexceTeBon 3KpaH.

HCJ/1 — HecankiImOHMpPOBaHHBIN JOCTYIL.

OC — OnepanmoHHas cucrema.

[1b — IMonuTuku 6€30MaCHOCTH.

[1/1n — IlepconanbHbIC TaHHBIE.

[10 — IlporpammHOe obecrieueHue.

C3U — CpenctBo 3anuThl HHHOPMAIIUH.

OBM — DneKkTpoHHAas — BBIUUCIUTENIbHAS MAIIMHA, IEPCOHAIBHBIN KOMITBIOTED.

ABTOMaTHU3UPOBAHHAsI CUCTEMA — CHCTEMA, COCTOSIIAas U3 MepCcoHana U KOMILUIEKCa
CpPEICTB aBTOMATHU3AaIllMU €ro JCSATENbHOCTH, peanu3yromias HHGOPMAIMOHHYIO
TEXHOJIOTHIO BHITIOJIHEHUSI YCTAHOBJIEHHBIX (YHKIIUH.

AnMUHUCTpaTOp HUH(POPMAIMOHHON OE30MaCHOCTH — CHEIUAIUCT WU TpyIla
CHEIUAINCTOB OpPraHU3allK, OCYIIECTBISIOMIUX KOHTPOJb 3a OOECIEYEHHEM 3alllUThl
nn@opmaruu B JIBC, a Takke OCYIIECTBISIONIME OPTaHU3AINI0 Pa0OT MO BBISBICHUIO U
MPEAYNPEKICHUIO BO3MOXHBIX KaHAJIOB YTEeUKM HMHGOpPMAIUM, TMOTEHIMAIBHBIX
BO3MOkHOCTeH ocymiectBieHuss HCJI k 3amuiaemoit nadopmaium.

Hoctyn k wuHOpManMu — BO3MOXKHOCTh TOJNydeHUs HHPOpPMAIUU U €€
WCIIOJIb30BaHUA.

WNnentudukams — npucBoeHre CyObeKTaM J0ocTyna (TOoJIb30BaTEeIsIM, IMPOIeccam)
u o0bekTaM joctyna (MH(GOPMAIIMOHHBIM pecypcaM, YCTPOMCTBaM) HIEHTHU(UKATOpA U
(W) cpaBHEHHE TPEABSIBISIEMOTO WACHTH(PUKATOPA C TMEPEYHEM MPUCBOCHHBIX
HJICHTU(PUKATOPOB.

Nudopmarus — 3T0 akTHB, KOTOPHIH, MOJOOHO APYTHMM aKTUBaM OOIIECTBA, UMEET
LIEHHOCTb U, CJIEA0BATENIbHO, JOHKEH ObITh 3alUIICH HAJIJIKAIIUM 00pa3oM.



NudopmanmonHass 0e30MacHOCT — MEXaHM3M  3alllUThl, 00ECIEUHBAIOIIHIA
KOH(UJIEHIIUATLHOCTh,  I€JIOCTHOCTb,  JIOCTYMHOCTh  HMH(POPMALIUHU;  COCTOSHUE
3aIUIIEHHOCTH HMH(POPMALIMOHHBIX aKTHUBOB OOIIECTBA B  YCJIOBHUSX YIpo3 B
uHpopMalMoHHOH cdepe. Yrpo3sl MOryT ObITh BBI3BaHbl HENpPEeIHAMEPEHHBIMU
OmuOKaMH TEpCOHANa, HEMPaBUIBLHBIM (PYHKIIMOHUPOBAHUEM TEXHUYECKUX CPEICTB,
CTUXUUHBIMU O€ICTBUSMHM WM aBapusiMud  (MOXKap, HABOJHEHHUE, OTKJIIOUYCHHE
ANEKTPOCHAOKEHHUS, HAPYUIEHHWE TEJICKOMMYHUKAIMOHHBIX KaHAJIOB U T.I.), JHOO
MPEIHAMEPEHHBIMU 3JIOYMBIIIJICHHBIMA JICCTBUSIMU, MPUBOJAIIUMHU K HaAPYIICHUIO
UH(POPMAIIMOHHBIX aKTUBOB OOIIECTBA.

NudopmarmonHas cucTeMa — COBOKYITHOCTh TPOTPAMMHOTO OOCCICUYCHHS W
TEXHUYECKUX CPEJICTB, MCHOJIb3YEeMbIX JUJIA XpaHEHUs, O0OpabOTKM U mepeaayu
nH(popMaruu, ¢ 1ebio penieHus 3anad noapasaeneauit MbY 1O "LIJIT".

NudopmarimoHHbie TEXHOJIOTHU — TMPOLIECCHI, METOMbI MOUCKa, cOOpa, XpaHEHUS,
0o0pabOTKH,  MPEJOCTABJICHUS,  pPACIPOCTPAHEHHUS  HMHPOPMALUU U CIIOCOOBI
OCYILIECTBJICHUS TAKUX MPOLIECCOB U METOOB.

Nudopmarmonnsie pecypcbl — COBOKYMHOCTH COJEp Kalieicss B 0a3zax JJaHHBIX
uH(popMaIuu U 00eCreynBaoIUX ee 00padboTKy HHOOPMAITMOHHBIX TEXHOJIOTHH.

HNcTouyHuK yrpo3sl — HaMEpeHUE WM METOJ, HAIlCJICHHBI Ha YMBIIUICHHOE
WCIOJB30BaHUE YSI3BUMOCTH, JUOO CHUTYyalMsl WIM METOJ, KOTOpPbIE MOTYT CIy4daiHO
MPOSIBUTH YSA3BUMOCT.

Konpunenunansaas napopmanus — HHPopMalus ¢ OrPaHUYEHHBIM JOCTYIIOM, HE
coJieprKaillasi CBEJICHUM, COCTAaBJSAIONIMX TOCYJApCTBEHHYIO TalHY, JOCTYH K KOTOPOM
OTPAHUYMBAETCA B COOTBETCTBHUM C 3aKOHOJATEILCTBOM Poccuiickoit denepanni.

KondunenumansHocts — pocTyn K uWHGQOpMAIMU TOJNBKO aBTOPHU30BAHHBIX
[10JIb30BATEIIEH.

Kputnunas undopmanus — nadopmarus, HapylieHUe JOCTYIMTHOCTH, IIETOCTHOCTH,
00 KOH(MUIEHIIMATBLHOCTH KOTOPOW, MOXET OKa3aTh HETraTHBHOE BIIMSHUE Ha
¢dbynkunonuposanue noapazaeneHuiit MbY 10 "IIJIT" wiu unoro Buna ymepoa.

JlokanpHasi BbIYMCIUTENBHAs ceTb — rpymnmna OBM, a Ttakxke mnepudepuiinoe
obopynoBaHue,  OObEAMHEHHbIE  OJAHUM  WJIM  HECKOJIBKMMH  ABTOHOMHBIMU
BBICOKOCKOPOCTHBIMM KaHajaMM Tepeadu U(pOBBIX MTaHHBIX B Mpeaeiaax OJHOTO WU
HECKOJILKUX OJIM3JIEKAIINX 30aHUMN.

MexceTeBOM 3KpaH — MPOTPAMMHO-ANMNAPATHBIA KOMIUIEKC, WCIOJIb3YEMBIA IS
KOHTpoJs Aoctyna Mmexay JIBC, BXoAsmuMu B COCTaB CETH, a TaKXKE MEXIY CEThbIO
MBY 1O "UAT" u BHemtHUMHU ceTsiMU (ceTbio IHTepHET).

HecankunonnpoBanHbeli AocTynl K uHGOpMAIMU — JOCTYNl K HH(pOpPMAIUH,
HApYLIAIOUIMNA PaBUJIa pa3rpaHUYCHUS] YPOBHEW MOJHOMOYMH TOJIb30BATEIICH.

[Tomutuka wHQOpMAIMOHHOW O€30MACHOCTH — KOMIUIEKC B3aWMOYBSI3aHHBIX
PYKOBOJSIIUX TPHUHIIMIOB M pa3pabOTaHHBIX HAa WX OCHOBE TMPAaBWI, MPOLEAyp U
mpakThyeckux mnpuemoB, npuHATEIX B MBYJIO "IAT" ams obecnedenust ero
nH()OPMAITMOHHON 6€30MaCHOCTH.

[Tonp30Barens JIOKATbHOW BBIYHCIUTEIBHOM CETHU — COTPYIHHUK OpTraHU3alUU
(IWITaTHBIM, BPEMEHHBIN, pabOTaIOIMIMKA MO KOHTPAKTY W T.I.), @ TaKXKe Ipoyue Juia



(moapsaIUMKY, ayTUTOPBI U T.I1.), 3aPETUCTPUPOBAHHBIN B CETU B YCTAHOBJIEHHOM IMOPSIIKE
U TOJY4YMBIIMA IpaBa Ha JOCTYI K pecypcaM CeTH B COOTBETCTBUM CO CBOUMHU
(YHKIMOHATIBHBIMU O0S3aHHOCTSIMHU.

[IporpaMMHOe  o0ecnieueHHe —  COBOKYIHOCTb  IPUKIAIHBIX  IPOrpam,
YCTaHOBJICHHBIX Ha cepBepe nin DBM.

Pabouasi cTaHlus — MEPCOHATBHBIM KOMITBIOTEP, HA KOTOPOM IOJb30BATENb CETH
BBITIOJHSIET CBOU CITy>K€OHBIE 00sI3aHHOCTH.

Peructpannonnas (ydeTHasl) 3amuCh IOJB30BATENsl — BKJIIOYAET B ce€0d HUMs
MOJIb30BAaTENsl W €r0  YHUKANbHBIM  IUPPOBOM  uAEHTU(DUKATOP, OJHO3ZHAYHO
UIECHTU(ULIMPYIONINI JaHHOTO MOJb30BATENs B OINEPAlMOHHOW cHucTeMe (ceTH, Oaze
JaHHBIX, MPUIOKEHUH M T.1.). PerucrpanuoHHas 3amuch CO31aeTCs aIMUHUCTPATOPOM
IIPM PErUCTPallMM II0JIB30BATENSl B ONEPALMOHHOM CHCTEME KOMIIBIOTEpPA, B CHCTEME
ynpaBJeHus 0a3aMU JaHHbBIX, B CETEBBIX JOMEHAX, MPUJIOKEHUAX U T.I. OHA TaKKe MOXKET
colepKaThb TakHe CBeIAEHUs O Mnoib3oBarene, kak O.M.O., Ha3BaHue mNoApas3iencHus,
tenedonsl, E-mail u 1.1

PoJib — COBOKYITHOCTH TOJTHOMOYHI U MPUBUIJIETUI Ha TOCTYI K MH(OPMALMOHHOMY
pecypcy,  HEOOXOAMMBIX  JUIsl  BBIIOJHEHHUS  IOJb30BaTEIEM  ONpPEAEIICHHBIX
(YHKIHMOHATIBHBIX 00A3aHHOCTEM.

OTBETCTBEHHBI 3a TEXHUYECKOE OOecleueHue — COTPYAHUK OpraHu3alui,
3aHUMAIOLIUICSA COMPOBOXKACHUEM AaBTOMATHU3UPOBAHHBIX CHCTEM, OTBEYAIOIMK 3a
¢ynkunonupoBanue JokanpHoi cetu MBY 1O "LIT" u 11K.

VYrpo3sl uH(pOpMaMU — MOTEHIMAIBHO CYIIECTBYIOIIAs OMACHOCTh CIIy4ailHOro
WIM TNPEJTHAMEPEHHOrO0  pa3pylICHHs, HECAHKUMOHUPOBAHHOIO TMOJIYYCHHUS  WIIU
MoAuUKAIIMK JAaHHBIX, OOYCIIOBJIEHHAs CTPYKTYpPOW CHUCTEMBI OOpaOOTKH, a TaKkKe
yCIOBUSIMU OOpaOOTKM M XpaHEHUs AAHHBIX, T.€. 3TO IOTEHUHUAIbHAas BO3MOXXHOCTh
VCTOYHHKA YTPO3 YCIEIIHO BBISABUTH ONPEICICHHYIO YA3BUMOCTh CUCTEMBI.

VA3BUMOCTh — HEAOCTAaTKM WM clabble MecTa HH(POPMAIMOHHBIX aKTUBOB,
KOTOphIE MOTYT MPUBECTH K HapylUIeHUIO WHGOPMAIMOHHON O€30MacHOCTH MpH
peain3anuy yrpo3 B uHGoOpMalMoHHOH cdepe.

[lenocTHOCT, HMHpOpPMALMM — COCTOSHUME  3allMILIEHHOCTH  HH(OpManuu,
xapaktepuzyemoe crnocooHocTeio AC o0ecneuuBaTh COXPAaHHOCTh W HEU3MEHHOCTh
KOH(DUIEHIIMATIbHON MH(OpMAMU TpPU  TMOMNBITKAX  HECAHKIIMOHUPOBAHHBIX  WIIU
CIIy4JailHbIX BO3JIEHCTBUIA Ha Hee B Mpoliecce 00pabOTKU WU XPAaHEHUS.

DOneKTpoHHass MNoANKHChL — UWHGOpMalKs B BJIEKTPOHHOW QopMme, KoTopas
MpUCOEIMHEHAa K JApyrod wuHboOpMaluu B 3JIEKTpOHHOW ¢dopme (MOANKHCHIBAEMON
uHpopmManuu) WM HMHBIM O00pa3oM CBsi3aHa C Takol wuHpopmalMeil u KoTopas
HCIIOJIB3YETCS IS OIpeieIeHHsI JTUIa, MOAMUCHIBAIONIET0 HH(POpMAIIHIO.



2. BBogubIe MOI0KEHUS

2.1. BBenenue

[Tomutuka Wb MyHUIIMNIATBEHOTO OIOJHKETHOTO YUPEKACHUS JOMOJHUTEIHHOTO
oOpazoBanus "llenTp merckoro TBopuecTBa" OKTAOpHCKOro paiioHa ropoga baphHayna
(manee — MBYJIO "LIJIT") ompenensieT nenu u 3agayu cucteMbl obOecneueHuss b u
YCTAaHABJIMBAET COBOKYMHOCTh IMpaBWi, TPEOOBAHWII W PYKOBOISIIMX MPUHIUIIOB B
obnactu Ub, koropeimu pykoBojactByeTcs MBY 1O "LIJIT" B cBoel AesITENbHOCTH.

2.2. llemn

OcHoBHbiMH TiensiMu TiosiuTuKd Wb sBistoTcs 3amura wHbopmanuun MBYJIO
"AT" oT BO3MOXKHOTO HAaHECEHHUS MaTePHUAIBHOIO, (PU3NYECKOrO, MOPAIBHOIO WIIU
WHOTO YyIiepba, MOCPEICTBOM CIy4yalHOTO WM MPEIHAMEPEHHOTO BO3JCHCTBUS Ha
uH(poOpMaIUI0, €€ HOCUTENIM, TPOIEeCcChl O00pabOTKM M Tepenadyd U OoOecredeHHe
sddexTuBHON pabOThl Bcero HHOOPMAIMOHHO-BBIYUCIUTEILHOTO KOMIUIEKCA TIPH
OCYIIIECTBJIICHUU JEATEIbHOCTH, YyKazaHHOW B llonoxxkenun o npesrenbHoctd MBY 1O
"HHT"'

O6mee pykoBojacTBo obecrneuenneM Wb ocymecrBisercs Jupexkropa MBYJIO
"IIJIT". OTBETCTBEHHOCTh 3a OPTraHU3AIMI0 MeponpuiaThii 1o obecrnedeHuto Wb u
KOHTpOJb 3a cobmoaeHueM tpeboBannii Wb wnecer AWMB. OTBeTCTBEHHOCTH 3a
¢dbyHkunoHupoBanue HHPopMannoHHbix cucteM MBY/JIO "LIT" necer amMuHucTpaTop
MH()OPMAITMOHHOM CUCTEMBI.

JomxHocTHble 00s13aHHOCTH AMba U cHCTEMHOro agMUHUCTpAaTOpa 3aKperUIsIOTCs
B COOTBETCTBYIOUIUX UHCTPYKIIMSIX.

Corpynaukun MBYJIO "IJAT" o6s3anbl coOirogaTh MOPSI0K OOpamieHusl ¢
KOH(DUICHIIMATBHBIMU JIOKYMEHTAMU, HOCUTEISIMU KJIIOYEBOM HH(OpMAnuu W JApyrou
3amuiaeMoil nadopmarmeit, codmoaate TpeboBanus Hactosmer [lomuTuku u Apyrux
JTOKYMEHTOB BHYyTpeHHUX JokymeHToB MBY JIO "LIJIT" mo Bonpocam obecneuenus Ub.

2.3. 3agaun

[Tomutuka Wb wampaBneHa Ha 3ammTy WH(QOPMAIMOHHBIX AaKTHBOB OT YTIpo3,
UCXOJAIIMX OT MPOTHUBOIPABHBIX JACHCTBUH 3JI0YMBIIIJIEHHUKOB, YMEHBIIEHUE PUCKOB U
CHUKEHHUE TTOTEHIIMAILHOTO Bpeia OT aBapuid, HEMPEIHAMEPEHHBIX OIIMOOYHBIX ACHCTBUI
MEepPCOHAJIa, TEXHUYECKUX COOEB, HEMPABUIbHBIX TEXHOJIOTMYECKUX W OPraHU3ALMOHHBIX
penieHunii B mpoueccax o0paboTKu, nepegayd U XpaHeHus uHpopMauuu U odecreueHue
HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS TEXHOJOTUYECKHUX MTPOLIECCOB.



HaunGonpmuMu Bo3MOXKHOCTAMHU 1711 HaHeceHus yepoa MBY IO "LIT" o6nanaet
cOOCTBEHHBI TiepcoHan. JleWcTBHUS mepcoHanma MOTYT OBITh MOTHMBHUPOBAHBI 3JIBIM
YMBICIIOM (IIPH ATOM 3JI0YMBIIIEHHUK MOKET UMETh COOOIIIHUKOB KaK BHYTPH, TaK U BHE
MBYJIO "UAT"), nmubo MMeTh HempeaHaMepeHHbI ommOouYHbIM Xapaktep. Kareropuu
HapyIIUTENEeH U UX BO3MOXHOCTU ONPEACNSIOTCS B «MoJieN HapyIIUTENs.

Ha ocHOBe BEpOATHOCTHOM OLIEHKH ONPEAEISACTCS IMEPEUYCHb AKTYaJbHBIX YIPO3
0€30macHOCTH, KOTOPBIN OTpaxaeTcsi B « Mo yrpos».

Jns mporuBoneiictBus yrpozam b B MBY IO "LIIT" Ha ocHOBe mMeromierocs
OMbITA COCTABIICTCS MNPOTHOCTUYECKAS MOJIeNIb MPEANOJIaraéMblX Yrpo3 U MOJEIb
HapymuTens. YeM TouHee c/elaH MPOrHo3 (COCTaBJIEHBI MOJIENb yIPO3 U MOJEb
HApYUIUTEINs ), TEM HUXe pucku HapyieHus: b npu MuUHUMaIbHBIX pECYpCHBIX 3aTpaTax.

Pa3paboranHass Ha ocHOBe mnporHo3a mnoiuTuka Wb m B cooTBeTcTBUM C Hei
noctpoenHass CYUDB sBnsercs HauOosiee mnpaBWiIbHBIM U 3()@PEKTHUBHBIM CHOCOOOM
nooutbess MuHUMU3anuu puckoB HapymeHus Ub gns MBYJIO "IHAT". Heobxomumo
YUYHUTBIBaTh, YTO C TEUYEHHEM BPEMEHH MEHSETCA XapakTep yIrpo3, MO3TOMY CIEAyeT
CBOEBPEMEHHO, MCMOJb3Ys JIaHHbIE MOHUTOPUHTA U ayluTa, OOHOBIIATH MOJIETH yIrpo3 U
HapyIIUTENS.

Crpaterust oOecnieuenuss Wb  3akmoyaeTrcs B UCIOJIB30BAaHUM  3apaHee
pa3pabOTaHHBIX MEp TMPOTUBOACHUCTBHUS aTakaMm 3JIOYMBIIUICHHUKOB, a TakKke
MPOTPAMMHO-TEXHUUECKUX W OPraHU3AIMOHHBIX PEIICHUM, MO3BOJISIONIMX CBECTU K
MUHUMYMY BO3MOJKHBIE TOTEPH OT TEXHUYECKUX aBapuil M OMIMOOYHBIX JEUCTBUU
nepcoHarna.

3agayamMu HACTOSIIEH MTOTUTUKH SIBJISTFOTCS:

— onucanue oprannzauuu CYUB;

— onpeaenenue Ilomutuk Wb, a MMEHHO: MOJMTHKA peanu3ald aHTUBUPYCHOU
3allUThl, TOJUTHKA YYETHBIX 3alMCei; MOJMTHKA MpenocTaBiieHus goctymna k HWP;
MOJUTUKA  MCIOJB30BaHMUSl  MapoJied; noiauTthka  3amutel APM;  nonurtnka
KOH(HUIECHIIUAIBHOTO JI€JIONPOU3BO/ICTBA;

- onpenenenue nopsaka conpoBoxacaus UC MbY JIO "LIAT".

2.4. O0nacTh neicTBUs

Hacrosimas Ilonmtuka pacnpoctpansiercst Ha Bcex cotpyanukoB MBYJIO "LIAT" u
oOs3aTebHA JJISI MCTIOJHEHUS BCEMH €r0 COTPYAHHKAMU W JOJDKHOCTHBIMH JIMITAMH.
[Tomoxennss Hacrosdwmen lloMUTUKM TPUMEHUMBI IS MCIOJb30BAHUS BO BHYTPEHHUX
HOPMATUBHBIX U METOAUYECKUX JOKYMEHTAaX, & TAKXKE B JIOTOBOPAX.

2.5. Tlepuon neicTBUS U OPSAIOK BHECCHUS] NI3MEHEHUN

Hacrosimas Ilonmutuka BBOmutcss B jaeiictBue Ilpukazom [dupektopa MBY /1O

"HHTH.



[lonuTka Tpu3HAETCA YTpaTUBINEH cuily Ha ocHoBaHuu llpukasza [lupekropa
MBY O "L AT".

N3menenns B nonutuky BHOcATcs [Ipukazom Jupekropa MBY 1O "LIAT".

NuunparopaMu  BHECEHHUS  M3MEHEHHMHA B TOJUTUKY  HMH(POPMALMOHHOM
0€30MMaCHOCTH SBIISIOTCS:

— Hupexrop MBY 10 "LIAT";

— aIMUHHACTPATOP WH(MHOPMAITMOHHON O€30MaCHOCTH.

[InaHoOBas akTyaJln3alysl HACTOSLIEH MOJUTUKU MPOU3BOAUTCS €KETOOHO U MMEET
LEJIBIO0 IPUBEJAEHNUE B COOTBETCTBUE OMPEAEIEHHBIX MOJIUTUKON 3aIUTHBIX MEP PEAIBHBIM
YCIIOBUSAM M TEKYIIUM TPEOOBAHUSIM K 3alllUTe HH(OpMAIUH.

BuemnanoBas akryanuzauus nondtukd Wb u mpousBoautcss B 00s3aTEIBHOM
MOPSIZIKE B CIEIYIOUIUX CITydasx:

— npyu u3MeHeHuu noiutuku Poccuiickoit @enepaunu B obnactu Wb, yka3oB u
3akoHOB Poccuiickoit denepanuu B 001aCTH 3a1IUTH HHPOPMALIUU;

— Opu U3MEHEHHM BHYTPEHHUX HOPMATHUBHBIX JOKYMEHTOB (MHCTPYKIUH,
MTOJIO’KEHMH, pyKOBOJICTB), Kacaroruxcss b MBY JIO "LIJIT" ;

— MPY MPOUCIIECTBUU U BBISIBJICHUU UHIUJEHTA (MHIUIECHTOB) Mo HapyeHuto Ub,
BIIekymiero ymepo MbBY 1O "LIJIT".

OTBETCTBEHHBIMH 3a akTyanu3anuio nosutuku Wb (11aHOBYyI0 M BHEIIAHOBYIO)
Hecet AUD.

KoHTposib 3a ucnojiHeHneM TpeOOBaHHUI HACTOALLEH MOJIUTUKU U TOIJIEPKAHUEM €€
B aKTyaJIbHOM COCTOsIHMM Bo3naraercs Ha AWba.

3. Ilomutukn napopmanmonHoi 6e3omacaoct MBY JIO "LIJIT"

3.1. Ha3znauenune noauTHk HHGOPMAITMOHHON 0€30MacHOCTH

[Momutukn Wb MBYJIO "IOAT" — 53T0 COBOKYHHOCTH HOpPM, MpaBWI U
MPAKTUYECKUX PEKOMEHJAlMI, Ha KOTOPBIX CTPOUTCS YIpaBICHHE, 3aluTa |
pacnpenenenue nndopmaruu 8 MBY J1IO "LIAT".

[Tomutuku Wb oTHOCATCS K aaMUHUCTpAaTWUBHBIM MepaMm obecrieuenus Wb wu
onpenensior crpareruto MBY J1O "LIIT" B obmactu Ub.

[Tomutuxu Ub permamentupytot adpextuBnyto padoty C3M. OHM 0XBaTHIBAIOT BCE
0COOCHHOCTH Tmpoliecca oOpaboTku wuHpopmaruu, omnpeaenss noBenenue MC u ee
[0JIb30BaTeNIe B pasinuuHbIXx curyanusax. [lomutuku Wb peanusyrorcss mocpenctsom
aIMUHUCTPATUBHO-OPTraHU3AIMOHHBIX MEp, (PU3MYECKUX U MPOTPAMMHO-TEXHUUYECKUX
CPEIICTB U ONPENEISAET apXUTEKTYPY CUCTEMBbI 3aIUTHI.

Bce nokymeHnTanbHO oopmiieHHbIE petieHus, popmupyromye [1onuThKY, TOIKHBI
obITh yTBepkaeHsl MBY J10 "LIJIT".



3.2. OcHOBHbIE MPUHIIUIIBI OOecieueHus: MH()OPMAITMOHHON O€30MTaCHOCTH

OcHoBHBIMH NpuHLIUIIaMK oOecnieueHus: b sBnstoTcs cienyroiue:

— MOCTOSTHHBIM M BCECTOPOHHUI aHanu3 nHGopMaroHHoro npocrpanctsa MbY 1O
"HAT" ¢ uenpio BBIIBICHUS YS3BUMOCTEH HH(POPMAITMOHHBIX aKTUBOB;

— CBOEBPEMEHHOE OOHApY)eHUE MPoOIIeM, MMOTEHITNATBFHO CIOCOOHBIX MOBIUATH HA
Nb MBY 1O "IIT", koppekTrpoBKa MOJENEHN YTpO3 U HAPYIIUTEINS;

— pa3paboTKa ¥ BHEAPEHHUE 3aIUTHBIX MEp, aJeKBAaTHBIX XapaKTEPy BbISIBICHHbIX
yIpo3, C Y4eToM 3aTpaT Ha HUX peanuzanuio. [Ipu 3TOM Mepbl, NPUHUMAEMBIE IS
obecnieueHus Mb, He TOKHBI YCIIOKHATH TOCTIXKEHUE yCTaBHBIX 1ieneidt MBY 10 "LIIT",
a TaKXe TMOBBIIATh TPYAOEMKOCTb TEXHOJIOTHUECKUX IPOIECCOB  00pabOTKU
uH(popmanuu;

— KOHTPOJIb 3(PHEKTUBHOCTH MPUHUMAEMBIX 3aIIUTHBIX MEP;

— nepcoHu(pUKaIUI U aJeKBaTHOE pa3JejeHUE POJIe U OTBETCTBEHHOCTH MEXKIY
corpynaukamu MBYJIO "IIAT", ucxonsd u3 mpuHUMIA MEPCOHATBLHOW M €IWHOJIUYHOU
OTBETCTBEHHOCTH 32 COBEPILIAEMbBIE OIEPALIHH.

3.3. CootBerctBHe [lonmuTHKN 6€30MAaCHOCTH ICUCTBYIONIEMY 3aKOHOATEIbLCTBY

[IpaBOBYIO OCHOBY IOJIMTHUK COCTABJISAIOT 3aKOHBI Poccuiickon denepanuu u npyrue
3aKOHOJIATEbHBIC  AKTHI, OMNPEIACISIOIINE TpaBa W  OTBETCTBEHHOCTh TPaXKAaH,
COTPYIHHMKOB U TOCYIAapCTBA B cpepe Oe30MacCHOCTH, a TaAK)KE HOPMATUBHBIE, OTPACIIEBBIC
Y BEIOMCTBEHHBIE JOKYMEHTHI, IO BOIIpocaM 0€30MacHOCTU UHPOPMAIUU, YTBEPKICHHbIE
OpraHaMH TOCYJIApCTBEHHOTO YIPABJICHHUS PA3JIMYHOTO YPOBHS B TMpeaenax ux
KOMITIETEHIINH.

3.4. OTBETCTBEHHOCTD 3a peaIu3alnio MOJUTHK HHPOPMAITMOHHON 0€30MacHOCTH

OTBETCTBEHHOCTh 3a pa3pabOTKy Mep U KOHTPOJIb OOECINEUEeHHS 3allUThl
uHpopmaruu Hecét AUD.

OTBETCTBEHHOCTb 3a peau3alliio MOJIUTHUK BO3J1araeTcs:

— B 9aCTH, Kacaromieics pa3pad0TKN U aKTyaJIU3aIliy MPABUJ BHEITHETO JOCTYIA U
YIPABJICHUS TOCTYIIOM, aHTUBHPYCHOM 3amuThl — Ha Alba;

— B 4aCTH, KacCaroUIEHCs OBEAECHUS MPaBUJI MOJUTUK 10 cOoTpyaHukoB MBY 1O
"IIJIT", a Takske UHBIX JUIT] (CM. 00JIaCTh IEUCTBHUS HacTosMIer noautuku) — Ha AWbBa;

— B 4aCTH, KacaroIIeicsl UCTIOJIHEHUS MPaBWII TOJIUTUKH, — HA KaXJI0TO COTPYIHUKA
MBYJIO "IJT", cormacHO WX JOMKHOCTHBIM U (PYHKIIMOHAIBHBIM OOS3aHHOCTSIM, W
WHBIX JIUII, TOMMaaI0IIMX 01 00J1aCTh ACHCTBUS HACTOSIICH MOJIMTUKH.



3.5. [lopsiiok MOATrOTOBKHU MEpPCOHAIA MO BompocaM HHGOPMAITMOHHON O€30aCHOCTH U
JIOITyCKa ero K pabore

Opranuzanus o0ydenus cotpyaaukoB MBYJIO "LIAT" B o6mactu b Bo3maraercs
Ha AUba. O6yuyenue npoBoautcs cornacHo [lnany, yreepxkaennomy Jupexkropa MbYJ10
"HI[T"-

[Toamucw COTPYIHUKOB OO0 O3HAKOMJICHWH 3aHOCATCA B «JKypHanm mpoBeneHUs
WHCTPYKTaXKa 1Mo WHHOPMAITMOHHON OE30ITaCHOCTH.

Jlomyck mepcoHanma k pabore ¢ 3ammmaemsivua WP MBYJIO "IIAT"
OCYILIECTBIISIETCSA TOJBKO IMOCJE €r0 03HAKOMJICHUS C HACTOSAIIMMU MOJUTUKAMHU, & TAKXKE
nocye o3HakoMJieHus: mojb3oBarened ¢ «llopsakom pabotsl moaws3oBarenein» MBY 10
"AT", a Tak k€ MHBIMM MHCTPYKUUAMH MoJib3oBatenei otaeibHbix MC. Cornacue Ha
coOJI0/IeHrEe MPaBUJ U TPEOOBAHUN HACTOSIIIMX IMOJUTHK MOATBEPKIACTCS TMOIMUCIMU
coTpynHUKOB B <«OKypHaie TMpoBeJAeHUSI HWHCTPYKTaka 10 MHGOPMAIIMOHHON
0€30MacHOCTIY.

Honyck mepconanma xk padore ¢ KM MBYJIO "IIJAT" ocymiecTBisieTcs mocie
o3HakomJieHus1 ¢ «[lopsiakom opranHuzanuu padOThl ¢ MaTepUATLHBIMU HOCUTEISIMUY,
«IlopsimkoM opranuzanuud pabOThl € JIEKTPOHHBIMH HOcUTeIsIMU». [IpaBuna nomycka K
pabote ¢ UP nui, He sBisttomuxcs cotpyauukamu MBY IO "LJIT", onpenenstorcs Ha
JIOTOBOPHOM OCHOBE C 3TUMHU JIMIIAMU WJIM C OPTaHU3alUSIMU, MPEICTaBUTEIIMU KOTOPHIX
SIBJISIFOTCS ATH JIUIIA.

3.6. 3ammmaemsie nHpopManmonusie pecypcst MBY J10 "TLIJIT"

3amuiaeMble  U”HGOPMALIMOHHBIE PECYpPChl ONMPEAENSIOTCS B COOTBETCTBUU C
«IlepeuyneM 3anIMIIAEMBIX PECYPCOBY», YTBEPKAAEMBIM COOTBETCTBYIOIIUM [Iprkazom
MBY 1O "LIAT".

4. TlonuTruku UHPOPMAITUOHHOM 0E30MMaCHOCTH

4.1. [TonutHka mpenocTaBIeHUs JO0CTya K MHPOPMAITMOHHOMY PeCypcy

4.1.1. Haznaueunue

Hacrtosimass IlonuTuka ompenenseT OCHOBHBIE TMpaBWIa  MPEAOCTABICHUS
COTpyJHUKaM JocTyna K 3amuinaembiM P MBY J10 "LIIT".

4.1.2. TTonoxeHue MOJIUTUKA

[TosoxkeHnst AHHOM TONMUTUKU onpenesieHbl B «llojioxkeHnn o paspemmTenbHOn
CHUCTEME JIONYCKay», yTBEpKaaeMoM cooTBeTcTBYrommM [Ipukazom MBY 10 "LIIT".



4.2. TlonuTHKa y4eTHBIX 3amucen

4.2.1. Ha3znaueHue

Hacrosmas monauTuka ompeaessieT OCHOBHBIC TpaBWjIa IPUCBOCHUS YUYETHBIX
3amucel Mmojp3oBaTessiM nHpopMamoHHbIX akTuBoB MBY J1IO "LIIT".

4.2.2. TlonoxeHue moJIUTUKHA

PeructpaliioHHbIE YYETHBIE 3aIIMCH TOAPA3IEISAIOTCS Ha:

— MOJIb30BATEIbCKUE — MpeIHa3HAaYCHHBIC AN HACHTU(UKAINN/ayTeHTHPUKAIIIH
nosib3oBateneit napopmannonusix aktueoB MbBY J10 "LIAT";

— CHCTEMHBIE — HCIIOJIB3YEMBIE JIJISl HYK]I OIIEPALIMOHHON CUCTEMBI;

— CIyXeOHble — TIpeJHa3HayeHHble s oOecnedyeHus (QyHKIMOHUPOBAHUS
OTJIEJIBbHBIX MTPOLIECCOB WUJIU TPHIIOKEHHM.

Kaxnomy nonws3oBatento nunpopmanmonsbsix aktusoB MbY 1O "LIAT" naznauaercs
YHUKaJIbHas T0JIb30BATENIbCKAsl PETUCTPAIlMOHHAsl y4deTHas 3anuch. Jlomyckaercs
NpuBsA3Ka Ooyiee OJHOM MOJB30BATENIBCKOM YYETHOM 3aluMCH K OJHOMY U TOMY K€
MOJIB30BATENIO (HAIpUMEp, UMEIOIIUX Pa3InYHbII YPOBEHb OJTHOMOYHUN).

B  o0meMm cnydae 3ampemieHo  co3JaBaTh M HMCIOJIB30BaTh  OOIIYIO
IIOJIB30BATENBCKYIO YUETHYIO 3aIIMCh JUIsl TPYNIBI MOJIb30BaTeneil. B ciayyasx, korma 3to
HEO0OXOUMO, BBHUJy OCOOEHHOCTEH aBTOMATH3UpyeMOro Ou3Hec-Tpolecca WIu
OpraHu3aluu Tpyna (Harmpumep, IOCMEHHOE JIEKYPCTBO), UCIIOJIb30BaHUE O0IIeH yueTHON
3alMCH JOJDKHO COIPOBOXKIATBCS OTMETKONM B )KypHajl€ ydyeTa MAaIIMHHOIO BPEMEHH,
KOTOpas I0JKHA OJHO3HAYHO WIACHTHU(PUIMPOBATH TEKYIIETO BIaJAeblla YIETHON 3alucCu
B KaXIblii MoOMeHT BpeMeHdu. OJHOBpEMEHHOE WCIOJb30BaHUE OJHOW  0OIIen
MOJIb30BATENBCKON YUETHOM 3aIIMCH Pa3HBIMU MOJIb30BATESIMU 3aPEILEHO.

CucTeMHbIE PEruCTPAallMOHHBIE YUYETHBIE 3amuch (OPMHUPYIOTCS OINEpAlUOHHOM
CUCTEMOI U JOJIKHBI MCIIOJIb30BATHCS TOJIBKO B CIIydasX, MPEANUCAHHBIX TOKyYMEHTaluen
Ha OMEpPaLUOHHYIO CUCTEMY.

CnyxxeOHble pPErucTpallMOHHbIE YYETHBIE 3alHMCH HCHOJB3YIOTCS TOJBKO IS
3aIyCcKa CEpBUCOB WJIH MPUIIOKECHUMH.

Hcrnonb3oBaHME CUCTEMHBIX WM CIY>KEOHBIX YUYETHBIX 3alUCed IJisi pEerucTpaluu
MIOJI30BATENEN B CHCTEME KaTErOPUUECKH 3aAMPELIEHO.

4.3. TlonuTHKa UCIIOIL30BaHUS IMapojIei

4.3.1. Ha3znaueHue

Hacrosimaa Ilomutuka ompenenseT OCHOBHBIE NpaBWia MAapOJIbHOM 3alllUThl B

MBYJIO "LIJIT".



4.3.2. T1omo)eHUs IMOJTUTHKH
[TomoxeHUsT TOJIMTUKHM 3akperisitorcss B «llopsake mo opraHu3anuu IapoIbHOM
3aIUATED).

4.4. [lonutHka peanu3aluy aHTUBUPYCHOMN 3aIUTHI

4.4.1. Haznaueunue

Hacrosimas [losmMTtuka ompenenseT OCHOBHBIE MpaBWiIa i peaau3aluu
antuBUpycHou 3amutsl B MBY JIO "LIAT".

4.4.2. TTonoxeHus IMOJIUTUKHU

[TonoxeHus MOTUTUKY 3aKpeIUItoTcs B «llopsnke 1mo mpoBeIeHUI0 aHTUBUPYCHOTO
KOHTPOJIS».

4.5. ITonmnTuka 3alllUThl aBTOMATU3UPOBAHHOT'O pa60qero MCCTa

4.5.1. HaznaueHue

Hacrosimas [lonutuka ompenensieT OCHOBHbBIE MpaBWiIa U TPeOOBaHUS IO 3alUTE
undpopmaruu  MBYJIO "IJIT" oT HeaBTOPM30BAHHOTO [OCTYIA, yTpPaThl WA
Mo U (pUKaIHH.

4.5.2. TTonoxeHus MOJIUTUKHN

[TonoxxeHus HaHHOﬁ IMOJIMTUKKU OIIPCACIIAIOTCA B COOTBCTCTBHUU C HCIIOJIB3YCMbIM
TCXHUYCCKUM PCIICHUCM.

5. IlpodunakTruka HapyIeHUI NOJUTUK HHPOPMALIMOHHOM 0€30MaCHOCTH

[Ton npodunakTukoil Hapymenud mnoautuk Wb noHumaeTrcs mnpoBeaeHHe
pEerjlaMeHTHbIX paboT 1Mo 3aumTe MHPOPMALUU, NTPEAYNPEKICHUE BO3MOMKHBIX
napyumenuid Ub 8 MBY IO "LIT" u npoBenenue pazbacaurensuol padotsl no Ub cpenu
I10JIb30BATEIICH.

[TonoxxeHust ompeneneHsl JOKyMEHTaMH, yTBepxkaeHHbIMH [Ipukazom «O06
0Oy4YeHUHU COTPYJHUKOB MpaBUiIaM 3alIUThl HHPopMarun», U «I1opsaakoM TeXHUYECKOTo
0OCITy’KBaHUS CPECTB BHIYUCIUTEIHHON TEXHUKI.



5.1. JIukBuanus moCieICTBUN HAPYIICHHS TTOJIUTHUK HHPOPMAITMOHHON 6€3011acHOCTH

AWb, wucnonb3ys  JaHHbIE, TOJY4YEHHbIE B  pe3yJbTaTe  IPUMEHEHUS
MHCTPYMEHTAJIBHBIX CPEJICTB KOHTPOJIs (MOHUTOpHHra) 6e3onacHoctu nHpopmanuu UC,
JOJDKEH CBOEBPEMEHHO OOHapykuBaTh HapyuieHus Wb, ¢aktel ocymectBienus HCJ k
3amumaeMbiM P u npennpuHuMaTh Mepsl 10 MX JOKAIU3alUU U yCTPAHEHHUIO.

B cnyyae oOHapyxeHHsI MOACUCTEMOI 3aiUThl HHpopMauu gakrta Hapymenus Ub
nn ocyuectienuss HCJ k 3amumaembim TP IC pexomenayercs yBenomuts AUba, n
Jajnee ciaeAoBaTh UX YKa3aHUIM.

HeiictBust Alba u agmuHucTpaTopa HHPOPMAIIMOHHOW CHUCTEMBI MPHU MPHU3HAKAX
HapyILIEHUs NOJUTUK HHPOPMALIMOHHON O€30aCHOCTH PETIaMEHTUPYIOTCS CIEIYIOIIUMU
BHYTPEHHUMU JIOKYMEHTAMH:

— pErIaMeHTOM I0JIb30BaTEIIS;

— MOJUTUKON MHGOPMAIIMOHHON 6€30MacHOCTH;

— perjJaMeHTOM aIMUHHUCTpaTopa MHPOPMAIITMOHHOMN 0€301aCHOCTH;

— pEriaMeHTOM CUCTEMHOTO aIMUHUCTPATOPA.

[Tocne ycTpaHeHHs MHIUACHTa HEOOXOJUMO COCTaBUTh aKT O (paKTe HApYyIIEHUS U
OPUHATBIX ~ Mepax [0 BOCCTaHOBJEHHMIO paborocnocodbHoctn WMC, a  Takxe
3aperucTpupoBaTh (PaKT HapylIeHHs] B JKypHaje ydera HapyLIEeHUH, JUKBUIALUHN HUX
INPUYUH U TIOCJIEICTBUI.

5.2. OTBeTCTBEHHOCTD 3a HapytieHue [loauTuk 6e30macHoCTH

OTBeTCTBEHHOCTH 3a BblNoJHeHue npasui [1b Hecer kaxapiii corpynauk MbY 10
"IIJIT" B paMkax CBOMX CIIyKEOHBIX 00s3aHHOCTEN 1 TMTOJTHOMOYHUM.

Ha ocnoBanum ct. 192 Tpynosoro konekca Poccuiickorn denepanyii COTPYIHUKM,
Hapywatromue Tpeboanus I[Ib MBYJO "IJAT", ™moryr OBITh NOJABEPTHYTHI
JUCIUIUIMHAPHBIM B3bICKAaHUSM, BKIIIOUAsl 3aMEYaHKUe, BBITOBOP U YBOJbHEHUE C PAOOTHI.

Bce coTpynHMKM HeCyT TE€pPCOHalbHYI0 (B TOM UHCIE MaTepUAIbHYIO)
OTBETCTBEHHOCTH 3a MPSMOI JIEUCTBUTENbHBIN yiiepO, npuunHenusii MBY 1O "IIJIT" B
pesyabrare HapyumieHus umu npaBun nomutuku Wb (Ct. 238 TpynoBoro kojaekca
Poccuiickoit ®eneparun).

3a HempaBOMEPHBIM JOCTYIl K KOMIBIOTEpHOW HHQOpMAIMK, CO3JaHHE,
WCIIOJB30BaHUE WM PACIPOCTPAHEHUE BPEIOHOCHBIX MPOrpamMM, a TaKXKe HapylIeHUE
nmpaBui dKcrutyatanun OBM, criencTtBueM KOTOpHIX SIBUJIOCH HapyiieHue padotsi 9BM
(aBTOMATU3UPOBAHHOM CHUCTEMBI 00pa0OTKM MHPOPMAIIUN), YHUUTOKEHHUE, OJIOKUPOBAHUE
i moaupukanus 3amuuaemMor uH@opmauuu, corpyanuku MBYJIO "LIJAT" necyr
OTBETCTBEHHOCTh B COOTBETCTBHUHM CO cTaThsaMH 272, 273 u 274 VYronoBHOro kKojekca
Poccuiickon @enepanun.



